SMART CLIENT, DATA STORE, APPLICATION
AND ENTERPRISE SERVER BASED
ARCHITECTURE

Lesson 09

Data Synchronization at Clients and
Server
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DATA SYNCHRONIZATION NEEDS

Required between the mobile device and
service provider

Between the device and personal area
computer

With nearby wireless access point (in
WIiFI connection)

Another nearby device
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1. TWO-WAY SYNCHRONIZATION OF
PARTIAL OR FULL COPIES OF DATA

Between mobile-device and personal-
area computer

For example, whenever the list of
contacts and personal information
manager data is modified at any of
them, it Is made consistent after
synchronization
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2. SERVER-ALERTED
SYNCHRONIZATION

The server alerts the client the data
modification or additions

The client synchronizes the modified or
new data by pull request

For example, alerting new e-mail and
the device pulling that
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3. ONE-WAY SERVER-INITIATED
SYNCHRONIZATION

« Server Initiates synchronization of any
new modification since communication of
last modification

 Sends modified data copies to the client

« When a new emaill arrives at a server, It
Initiates the synchronization as and when
the device connects to the server and
pushes the mall
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4. CLIENT INITIATED REFRESH
SYNCHRONIZATION

The client initiates synchronization with
the server for refreshing its existing data
copies

For refreshing the configuration
parameters saved at the server for it
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4. CLIENT INITIATED REFRESH
SYNCHRONIZATION— EXAMPLE

For example, a computer or mobile
device Initiates refreshing of the hoarded
contacts and personal information data
either at periodic intervals or as and

when It connects
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4. CLIENT INITIATED REFRESH
SYNCHRONIZATION — EXAMPLE

If the device configuration changes or a
new device connects to a server, then
the configuration parameters sent earlier
refresh at the server
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S. CLIENT-INITIATED
SYNCHRONIZATION

With the server for sending its
modifications, for example, device
configuration for the services

For example, a client mobile device
Initiates synchronization of the mails or
new ring tones or music files available at
the server either at periodic intervals or
as and when it connects to it
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6. REFRESH FROM CLIENT FOR BACKUP
AND UPDATE SYNCHRONIZATION

* The client initiates synchronization

 Sends backup to the server for updating
its data

 For example, a computer or mobile
device Initiates refreshing of the hoarded
contacts and personal information data
either at periodic intervals or as and
when it connects to the server
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7. SLOW (FULL DATA COPY AND
THOROUGH) SYNCHRONIZATION

« Client and server data compared for
each data field and are synchronized as
per conflict resolution rules

* Full copy synchronization usually takes
place in idle state of the device

* Not immediately on connecting to the
server, that's why called slow
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FORMATS OF SYNCHRONIZED DATA
COPIES

« (Can be different from each other at client
and server

 When the data at a source synchronizes
with the data at other end, it does so as
per the format specified at that end
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FORMATS OF DATABASE RECORDS

 The records indexed enabling search by
guerying using the indexes, for example,
the relational database records

 The database record retrieved by
sending a guery specifying the entries In
these indexes

 Format DB2 at server and DB2e Every
place at the mobile device
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FLAT FILE SYNCHRONIZATION

Data can be interpreted only If the file Is
read from beginning to end and that data
cannot be picked from anywhere within

the file

For examp
server sync

e, an XML or html file at the
nronizes with the file at the

device whic

N 1S 1IN text format or Is a

binary file depending upon the
iInformation format
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FLAT FILE SYNCHRONIZATION—
EXAMPLE

* Information format in mobile computing
XML document format

* For transmission it is WBXML (WAP
Binary XML) content format

« Address book data at a mobile device
with the data transmitted in WBXML

format
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USAGE MODELS FOR SYNCHRONIZATION IN
MOBILE APPLICATIONS

* Four usage models employed for
synchronization in mobile computing
systems
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1. SYNCHRONIZATION BETWEEN TWO
APIS WITHIN A MOBILE COMPUTING
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SYNCHRONIZATION BETWEEN TWO
APIs

 The data generated by an application
synchronized and used in another
application

* An API running at the device
synchronizes data with another
application on the same or another
device or computer
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EXAMPLE OF SYNCHRONIZATION
BETWEEN APIS

» Data records at personal information
manager (PIM) API synchronized with the
email API

 When emall from a new source retrieves
at the email APl in the device, the name
and emaill address data fields at the
application saved as new data record at
PIM API
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EXAMPLE OF SYNCHRONIZATION
BETWEEN APIS

« When an emaill I1s to be sent to the same
person, the email API uses the same data
record from the PIM API
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2. SYNCHRONIZATION BETWEEN

THE DEVICE AND NEARBY DEVICE

Device-spedific
| roon platiorm, OS and data
) ‘ormatl al each devica
For example, A Dala

#od or Nokia synchronizaton

Y Computer-
PocketPC or computer connecled | specific
ta device by a omdie, wireless platform, OS
Siuetooth, IrDA, or ZigBee protocol | and data
formats
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SYNCHRONIZATION BETWEEN THE
DEVICE AND NEARBY DEVICE

* Device and computer synchronize their
data

» Also called personal area
synchronization (PAS)

« Using PAS software, for example,
HotSync or ActiveSync
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EXAMPLES OF PAS

« Synchronization with nearby PC through a
serial port using a cradle and wired
connection to PC through the cradle

» Synchronization with the nearby computer
through a wireless personal area network
(WPAN) using ZigBee or Bluetooth
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3. SYNCHRONIZATION BETWEEN

REMOTE SYSTEMS AND DEVICE

systam [0 ancther system or device 1
A
Data synchronizes
betwoen the Downlink - -4 |-~ Uplnk
systams in cliornt-
sarvar architacture i el
Oala I
syncheonization - Mabile service provider
Of remote system
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SYNCHRONIZATION BETWEEN REMOTE
SYSTEMS AND DEVICE

 The device data records synchronize
with the mobile service provider server
records

 The remote server or systems
synchronize their data with the mobile
device

 The device connects to remote systems
on Internet through the wired, wireless
mobile service provider, or WiFI network
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EXAMPLE OF SYNCHRONIZATION
BETWEEN REMOTE SYSTEMS AND
DEVICE

» Wireless emall synchronization using
Intellisync between the device and remote
server using SyncML language
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4. SYNCHRONIZATION THROUGH A

LOCAL PASS-THROUGH SYSTEM

l cavioa Device-spacific
A " platform, OS, and data
i format at each device

Computer connected to
device by a crade, wireless
Bluetooth, IfDA, or ZigBee protocol

._{' IR b Daia

4 synchronizabon
DEtWeRN 0eVica
Remote ard genver
System
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USING LOCAL PASS THROUGH
COMPUTER OR SYSTEM

Device data records synchronize with the
records of remote system, for example,
an enterprise server, through a local

computer system

© Oxford University Press 2018. All rights reserved.



SYNCHRONIZER (SYNCHRONIZATION
ENGINE)

« Software tool for synchronization
 Resides at a host

» (Called ‘Synchronization server’
synchronizer at the server
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SYNCHRONIZER FUNCTIONS

Configuring as per the specified domain-
dependent and conflict resolution rules

Finds the data item or record appended
at the data set(s)

Discovers modifications with respect to
the last action of synchronization of the
specified data copies which have been
deleted, added, or modified
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SYNCHRONIZER FUNCTIONS

Makes changes in the copies accordingly

In case of conflict, it resolves it as per
resolution rule(s)

Disseminates (propagates) the changes
to other devices or systems so that
others devices also incorporate the
changes In their data copies
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SYNCHRONIZATION PROTOCOLS FOR

THE PIM, EMAIL AND APPLICATION

PpY:
Mabile device
Dala synchronization connection using
I'DA, TCPAR, WAP (or WiFi), or WAP
"""" Appication (a-mad, PIM, ..., dstabases) |
_________________ i e SR
SyncML. DS client |
SyncML engine ;
B e T T —— ' Biuetoocth
Transport layer | sutonomous at
: ' pariodc intervals or
: ' PC or devica-
|| omEx || wrP wsp || opex || initisted
IrDA 3 S e 3 s o RS sl v Bugtooth
synchronisation Y synchronsation
WPAN
WPAN mobi
local computer Internet m poci:t%b:
or IR device 'OGUOOM
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BLUETOOTH PROTOCOL

» Used for synchronization among mobile
devices and Bluetooth-enabled PCs in a
wireless personal area network
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BLUETOOTH-ENABLED COMPUTING

SYSTEMS SYNCHRONIZATION

Bluelcolh aulonomous
at periodic intervals or Mobile device
PC or device-initiated Bluatooth synchronization

synchronizason

Bluetooth synchronzation
computer

Dala synchronizaion connaction
using WiFi or WAP or TCP/IP

Remose systam

Synchronization SyncML
ocodes binding over the
Bluetooth obect exchange

of
PC configured as &

Sluetcoth ActiveSync
parmer
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SUMMARY

« Data transfers between the synchronizers
at the client application and the server in
various formats, for example, as XML data
stream

« Synchronization logic enables updates of
DataStore

« Synchronization logic detects and resolves
conflicts
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End of Lesson 09

Data Synchronization at Clients and
Server
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